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lMorpy3utech B HOBblE€ 3HaHNS ¢ ABTOPU30OBaHHbIMM
Yue6HbiMu LieHTpamn «JlabopaTtopum Kacnepckoro».
TpeHunHrn no npoaykTty Kaspersky Endpoint Security
ANng 6usHeca oT nupepa peLeHuii B cpepe
IT-6e30MacHOCTM NOBLICAT BaLl NPodeCcCnoHabHbIN
YPOBEHb 1 pacLUNpPAT NepPCrneKTUBbI.

kaspersky



KL 002.

cetein Windows, noctpoeHHbIx Ha Kaspersky Endpoint Security
V1 LeHTpann3oBaHHo yrnpaensemblx Yyepes Kaspersky Security Center.
) OH pacckasblBaeT 0 NPOAYKTaX, KOTOPbIE HYXXHbl, YTOBbI 3aLUUTUTL CETb MPUMEPHO
Kaspersky Endpoint 001000 y3noB, cocpeaoToHeHHbIX B 0gHOM MecTe. Mog, yanamm Kypc noHUMaeT
Security and Management cepsepsbl 1 paboune cTaHumM nog ynpasneHnem Windows.

: Kpr FOTOBUT K MPOEKTNPOBaHNIO, BHEQPEHNIO N O6CJ'IY)KI/|BaHVIIO CNCTEeM 3alnTbl

TeopeTuueckuii matepuan n nabopaTtopHblie pa6oTbl falOT CAyLIATENAM
Heob6xoauMbie 3HaHUS N HaBbIKW, 6naroaapsi KOTOPbIM CRyLUaTeNlb CMOXET:

Onuncatb BoamoxxHocTun Kaspersky Endpoint Security gns Windows

n Kaspersky Security Center.

CnpoeKTnpoBaTb N BHEAPUTb ONTMMaNbHOE PELLEHNE A5 3alnTbl CeTeN
Windows, ocHoBaHHoe Ha Kaspersky Endpoint Security n ynpasnsemoe
uepe3s Kaspersky Security Center.

OcyLecTBNSTb O6CNY>XXNBaHNE BHEAPEHHOW CUCTEMbI HA BCEX CTaaunsIX
aKcnnyaTaumn.

KL 008.

CnywaTenn 3Toro Kypca y3HaltoT, Kak 3al/TWTb AaHHbIe cpeacTBaMum
wndpoBaHng, peann3oBaHHbIMU B Kaspersky Security Center 13 n Kaspersky
Endpoint Security 11.6. Kypc cocTouT U3 Npe3eHTaumin 1 ynpa>kHeHWIA.

Mo okoH4YaHUIo 06YUYeHNs CyLLaTeN CMOryT NaHNPOBaTb BHEQPEHNE
Kaspersky Endpoint LNPPOBaHUS, MPOBEPSITb €ro pe3ynbTaThl 1 NOAAEPXMBATb KOPPEKTHYIO
Security. LLUnpposaHme paboTy ¢ 3awmndpoBaHHBIMY SaHHBIMI.

TeopeTuyeckuii matepuan n nabopatopHbie paboTbl AaloT cNyLIaTeNnsivi
Heo6xoauMble 3HAHUS U HaBbIKW, 6narofaaps KOTOPbIM CryLUaTeNlb CMOXET:

BkntouaTb WnppoBaHne Ha paboumnx CTaHUMSIX.
YnpaBnaTb WndpoBaHMEM Ha paboumnx CTaHUMSX 1 CbEMHbIX HAKOMUTENSIX.
BoccTaHaBnmBaTh [OCTYN K AaHHbIM Ha 3alnMbpOBaHHbIX HOCUTENSIX.



KL 009.
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Kaspersky Security
Center. YnpasneHune
cucremamm

KL 036.

Kaspersky Secure
Mail Gateway

Kaspersky Security
Center. MacwtabupoBaHune

lkaspersky

Kaspersky Systems Management o6beanHseT 60bLoe KONMMYeCTBO
PasnUYHbIX UHCTPYMEHTOB, HEO6XOAUMBIX 4SS MOHUTOPVIHIA, YrpaBieHns
1 peLLeHns npotnem.

TeopeTuyeckuii maTepuan n naéopatopHbie pa6oTbl AalOT CNyLIaTENSV
Heo6xoAVIMble 3HaHUS U HaBbiKW, 6narofapsi KOTOPbIM cryLUaTeslb CMOXET:

Ynpaenatb y93BUMOCTSMU 1 OGHOBIEHNSIMI MPOrpPamMm

Ha KOMMbOTEPAXxX CETU.

3axBaTblBaTb, NBMEHSTb HACTPOWKN N YCTaHaBNMBaTb 06pasbl
onepaurioOHHbIX CUCTEM.

PaboTaTb C peecTpamMm NporpaMMHOro 1 anmnapaTHoOro obecrneyeHus,
YyNpPaBnsaTb MMLEH3NAMN CTOPOHHNX NMPUIOXKEHWIA U HAacTpanBaTb
vHTerpauuio ¢ SIEM-cuctemamum.

TpeHWHr NpegHa3HaYeH aisg agMMHUCTPATOPOB, KOTOPbIE NTAHNPYIOT
3aluMLLaTb KOPNopPaTMBHbIV MOYTOBLIN TPadUK OT BPEAOHOCHbLIX O6bEKTOB

1 cnama. Kypc onuncbiBaeT 0CHOBHbIE CLIEeHapUX MHTErpauuvmn NnpoayKTa

B CYLLECTBYIOLLYIO MHOPACTPYKTYPY U OB BACHSIET, Kak HACTPOUTb 3aLLUTY
NouThbl U ayTEHTUPMKALMIO BXOASALLEN NouThl ¢ nomoLubio SPF, DKIM, DMARC.

Kypc rotoBuT K NPOEKTUPOBaHIIO, BHEAPEHUIO U OBCY>XXMBAHUIO CUCTEM 3aLUMTHI
ceteii Windows, nocTpoeHHbIx Ha npogykTax Kaspersky v LieHTpanm3oBaHHO
ynpaensiembix Yepe3s Kaspersky Security Center B pacnpeaeneHHbIX 1 60nbLUNX
(o11000 po 100 000 y3noB) ceTsx.

TeopeTuyeckuin maTepvian v naéoparopHbie paboTbl galoT cnywarensam
HeobxoAuMble 3HaHUS U HaBbIKU, 6n1arogaps KOTOPbIM CllyLUaTeslb CMOXET:

ChpoeKTNpOoBaTh U peannusoBaTb CUCTEMY YMNPaBNEHNS 3aLLTON B GOMbLLONA
n/unm TeppuTopUanbHO pacnpeeneHHON CeTu, B TOM YACE 3a CUET
MCnonb3oBaHna nepapxuv CepBepoB agMUHUCTPVPOBAHUS.

CnpoeKTNPOBaTb U OPraHN30BaTb OMTUMAJILHYIO aPXUTEKTYPY

ON9 pacnpocTpaHeHNs O6HOBNEHNIA B 60MbLLON /Wi TEPPUTOPUABEHO
pacnpeneneHHon ceTu, B TOM YACHE C NCMOMb30BaHNEM TOYEK PaCMPOCTPaHEHUS.
HacTpowunTb Kaspersky Security Center ansa ynpaesneHus ycTponcTsamm

3a npegenam nepumMmeTpa opraHMsauum, B TOM YMCNE C UCMOSIb30BaHNEM
LLUTIO30B COeANHEHWIA.
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